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Legal Analysis of the Misuse of Users’ Financial Data in Online
Investment Platforms: Introducing the D.R.A.C.O Framework
to Address Emerging Threats

Aref Bakhshi!

Abstract

In recent years, online investment platforms in Iran have experienced significant growth. However, this
expansion has been accompanied by serious challenges regarding the protection of users’ financial data.
This study aims to conduct a legal analysis of the misuse of users’ financial data and to examine
existing legal gaps in this area. The research methodology includes a combination of comparative
analysis of international regulations—such as the European Union’s GDPR and the U.S. CCPA—case
studies, and interviews with 30 legal and technical experts.Findings reveal that Iran’s current legal
framework for protecting users' financial data is inadequate in terms of conceptual definitions,
enforcement mechanisms, and coverage of emerging technologies such as artificial intelligence and
blockchain. The weakness of regulatory institutions has further exacerbated the issue. In response to
these challenges, an innovative framework named D.R.A.C.O (Definition—Monitoring—Assessment—
Compensation—Optimization) is proposed, comprising five key pillars: precise definition of financial
data, continuous monitoring of transactions, assessment of legal and technical risks, compensation
through a cyber insurance fund, and regular updates to relevant laws and training
programs.Furthermore, the study recommends the establishment of an independent authority for
financial data protection (IFDPA), reform of cybercrime laws, and the launch of a cyber insurance fund
as complementary measures. These initiatives are designed to enhance financial data security,
strengthen public trust, and provide the legal and institutional infrastructure necessary for the
sustainable development of Iran’s fintech industry. By introducing the D.R.A.C.O framework and
practical strategies, this research represents a significant step toward improved policymaking and
regulation in Iran’s digital financial space.
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