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Exploring Adolescent Identity in Cyberspace, from Online
Learning to Committing Cybercrimes

Marjan Bastan Farsani

Abstract

With the expansion of cyberspace, cybercrime, especially among adolescents, has
become a major concern in the field of crime prevention. The present study examines
the role of adolescents' knowledge of laws related to computer crimes and their
experiences in online space on their tendency to commit unauthorized access. The
findings indicate that negative experiences in cyberspace, such as being a victim of
cyberattacks, can lead to the emergence of criminal counter-behavior by adolescents.
While it is believed that awareness of the laws can be a barrier to committing crimes,
the findings indicate that mere familiarity with the laws does not necessarily lead to a
reduction in illegal behaviors and in some cases may even be associated with an
increased tendency to commit unauthorized access. This indicates that a practical
understanding of criminal consequences and strengthening a sense of responsibility in
cyberspace plays a key role in preventing cybercrime among adolescents. The
approach of this research is descriptive-analytical and the data collection was done
using reliable books and electronic resources.

Keywords

Cybercrime; Adolescents; Unauthorized Access; Computer Crime Law; Crime
Prevention.
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